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MESSAGE FROM THE EDITOR

Dear readers,

With this issue of the MRTD Report, we are proud to
announce the publication of the third edition of Doc 9303,
Part 3, Machine Readable Official Travel Documents. We
have included an overview of this document in this issue.

The specifications in this document are not intended to be a
standard for national identity documents; however any State
which participates in bilateral agreement(s) with one or more
additional States, and which allows its identity document to
be used to cross the border(s) between them, should design
its identity document to conform to the specifications of

Doc 9303, Part 3.

As with Doc 9303, Part 1, this third edition consists of two
volumes: Volume 1, which is an updated version of the second
edition containing all the specifications required for a State
wishing to issue a machine readable official travel document
without the incorporation of machine-assisted biometric
identification. The second volume contains the specifications
for enhancing the machine- readable official travel document
with the globally interoperable system of biometric
identification and its associated data storage utilizing a
contactless integrated circuit.

With the publication of this document any additional biometric
identification methods and data storage media, as included and
described in the second edition (e.g. bar codes), are no longer

i
" i

' Bringing States the
globally-interoperable
| tools they require

to be regarded as ICAO-endorsed options within the new
globally interoperable standard. However, States may use the
non-standardized identification methods and media as they
deem appropriate for their exclusive or agreed bilateral purposes.

One concept highlighted by the ICAO MRTD Programme is
that of ‘global interoperability.” In this context, the term is
understood as the capability of inspection systems (either
manual or automated) in different States throughout the world
to exchange data, to process data received from systems in
other States, and to utilize that data in inspection operations
in their respective States.

Global interoperability is a major objective of the standardized
specifications for placement of both human readable and
machine readable data in all Machine Readable Travel
Documents (MRTDs). Therefore, it is important to highlight
that any international organization promoting the issuance

of official documents of identity, or States wishing to issue
such official document of identity designed to facilitate cross-
border travel with enhanced security by incorporating the
globally interoperable, machine assisted biometric
identification/data storage system, should comply with

both Volumes of Doc 9303 Part 3.

Enjoy your reading. m

Mauricio Siciliano
Editor
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SUPPORTING STATES

Doc 9303, Part 3:

An essential global standard

The third edition of ICAO Doc 9303, Part 3, updates and replaces the specifications for
machine readable official documents of identity published in the second edition (2002) and
represents a substantial modernization of the material contained in previous editions. As with
all improvements to this essential global standard, this new round of improvements and
enhancements is the result of an extensive and very cooperative process participated in by
the world’s foremost experts in this area, most notably from the I1SO and the various Member
States that have played instrumental roles as this process has continued.

The specifications in Doc 9303 are not
intended to be a standard for national
identity documents; however any State
which participates in bilateral agree-
ment(s) with one or more additional
States, and which allows its identity
document to be used to cross the
border(s) between them, should design
its identity document to conform to the
specifications of Doc 9303, Part 3.

This third edition incorporates the new
globally interoperable optional standard
covering biometric identification of the
holder and storage of the associated

data on a contactless integrated circuit.
Consequently, additional biometric
identification methods and data storage
media, as included and described in

the second edition, are no longer to be
regarded as ICAO-endorsed options within
the new globally interoperable standard.
States may, however, use the non-standar-
dized identification methods and media as
they deem appropriate for their exclusive
or agreed bilateral purposes.

“For those States either planning to
introduce an identity card or upgrade
an existing document the new ICAO
Doc 9303, Part 3 standards provide

a proven foundation for this work with
the added benefit of a card that can

be used for international travel on a
bilateral or multilateral basis,” commen-
ted Annette Offenberger, General
Manager, Identity Services, New Zealand
Department of Internal Affairs, and Chair
of the ICAO TAG MRTD.

“While New Zealand has no current plans
to introduce an identity card, | appreciate
that a form of identity document is
commonplace in many ICAO member
States. The fact that the data storage
medium together with the associated PKI
security infrastructure has been proven
operationally in ePassports will give
States confidence that the standard can
be applied in both national and
international settings.”

The magnitude of the specification for the
new globally interoperable biometric
identification system and the data storage
using a contactless integrated circuit is
such that Doc 9303, Part 3, is now
divided into two volumes. The first volume
is an updated version of the second
edition—containing all the specifications
required for a State to issue a machine
readable official document of identity
where said State does not wish to
incorporate the global facilitation option
for its citizens that will be available with
machine assisted biometric identification.

The second volume contains the addi-
tional specifications for the globally
interoperable system of biometric identi-
fication and associated data storage
utilising a contactless, integrated circuit.

It is important to note that any State,
when wishing to issue an official
document of identity designed to facili-
tate cross-border travel with enhanced
security by incorporating the globally
interoperable, machine assisted
biometric identification/data storage

system, will therefore need to comply
with both Volumes of Part 3.

“Part 3 now benefits from the compre-
hensive experience that has been develop-
ed based on implementations of the
ePassport,” began Eckart Brauer, TAG MRTD
member and specialist in this area from
Germany’s Federal Ministry of the Interior.

“In Germany, the development of an
electronic national ID card is now under-
way with issuance currently planned for
the end of 2010,” Brauer continued,
“however, the new German ID card is
more than a travel document—it also
comprises e-government as well as
e-business functionality. These modern
concepts needed to be reflected in
appropriate standards to safely secure
identity and other personal information
stored on the card, and Doc 9303, Part 3
will prove invaluable in helping States to
manage and take advantage of this ever-
widening distribution of biometrically-
secured identity cards that are now being
used more and more worldwide for
simplified border crossing. Germany is
therefore very supportive of every effort
extended to keep Part 3 updated and a
living, evolving document.”

Certain specifications within Volume 1,
particularly in relation to the portrait and
other identification features, have been
amended to ensure that when a State
decides to upgrade to a globally
interoperable biometric document only

a minimum amount of change to the
document will be required.
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The expanded specifications and guidance material on matters
such as naming conventions, transliteration of national characters
in the machine readable zone, as well as the calculation of check
digits, have been retained in this first volume of Part 3. The
options for the inclusion and placement of an integrated circuit
with contacts, a bar code, a magnetic or an optical memory stripe
on the document remain, as does the option to use biometric
identifiers other than facial recognition supported by fingerprint
and/or iris data. It is to be emphasized, however, that the
inclusion of these storage media and the data thereon is solely
for use by the issuing State or by other States by bilateral
agreement—they are not globally interoperable.

The emphasis on the security of the document against fraud by
alteration or counterfeit is given greater prominence in this third
edition, as is the need for security of the premises in which a
travel document is made, personalised and issued. New emphasis
has also been added on the need for carefully vetting staff
employed in these activities.

One concept highlighted in the second edition was that of
‘global interoperability.” In this context, the term is understood
as the capability of inspection systems (either manual or
automated) in different States throughout the world to
exchange data, to process data received from systems in other
States, and to utilize that data in inspection operations in their
respective States. Global interoperability is a major objective
of the standardized specifications for placement of both human
readable and machine readable data in all Machine Readable
Travel Documents (MRTDs).

In our increasingly security-conscious world, the need for machine
assisted global interoperability has become a pressing concern.
This has necessitated the standardisation of one primary biometric
identification method and of one method of data storage.

The New Technologies Working Group (NTWG), established by the
ICAO TAG in the mid-1990s, commenced an evaluation in 1998

of the various options and, in early 2001, selected and recom-
mended facial recognition as the primary biometric to be employed
along with a contactless, integrated circuit as the approved data
storage technology. The recommendation was made specifically in
response to the needs of passport issuing and immigration
authorities to ensure accurate identification of a travel document
applicant or holder—while minimising facilitation problems for the
traveller. This recommendation was endorsed by the ICAO TAG and
by the ICAO Air Transport Committee in 2003.

As before, provision has been made for issuing a passport as
a wallet-size card in accordance with the specifications

for the Size-1 machine readable official travel document as set
forth herein, provided that the issuing State makes appropriate
provision for other States to associate visas with it. m




eMRTDS & FACILITATION

Automated Border Control

By Sjef Broekhaar, International Organization for Migration, and Julian Ashbourn, International Biometric Forum

Among the many potential benefits of the eMRTD is the promise of automation and the
possibility of either fully- or semi-automated border control points. Such a model might serve
to relieve the ever-increasing burden of manual border checks, allowing immigration and
border control personnel to be more effectively deployed in handling exceptions and further
refining their own internal processes. Sjef Broekhaar and Julian Ashborn explain.

The introduction of eMRTDs represents a significant change
in the quality of travel-related documentation. We now have

a document which is not only considerably enhanced with
respect to the physical security features of the document
itself, but which also introduces valuable operational features
in the form of the integral electronic chip and the provision of
biometric identity verification.

Considering the relatively short gestation period of the new
documents, the emergence of the eMRTD represents a solid
achievement of international collaboration, spearheaded by
the New Technologies Working Group (NTWG) of ICAO.
Furthermore, an associated NTWG working group has

produced a comprehensive set of guidelines regarding
“eMRTDs & Passenger Facilitation,” that offers advice and
best practices with respect to maximizing the potential of the
eMRTD in passenger processing systems.

The combination of coordinated processes and the eMRTD
itself provide an interesting framework for future border
control operations. Legitimate travellers would also benefit
from such automated processes, providing the physical
implementation is thoughtfully considered and properly
scaled in relation to the wider operations of the port or
entry point in question.

In a World of Uncertainties...
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FIGURE 1: PASSENGER THROUGHPUT INCREASE AT MAJOR HUBS: 2002-2007

Airport 2002 2007 Growth %

London Heathrow 63,338,641 68,068,554 4,729,913 7.47
Tokyo Narita 61,079,478 66,671,435 5,591,957 9.16
New York JFK 29,943,084 47,810,630 17,867,546 59.67
Amsterdam Schiphol 40,736,009 47,793,602 7,057,593 17.33

Since the mid-80s, immigration

services worldwide have been looking
for new solutions to process the ever
increasing number of travellers. As an
illustration of this fact, Airports Council
International (ACI) reports that, in 2006,
1,100 airports processed approximately
4.4 billion passengers. Not all of these
passengers were processed by
immigration or border control authorities,
since this number also contains passen-
gers on domestic flights. However, this
figure places the sheer scale of travel
transactions in context and the informa-
tion in Figure 1 (above) provides a further
illustration of the volume and growth in
passenger movements using four large
international airports as a test sample.

The processes and metrics used by
immigration services and border control
authorities have also progressed in
recent decades. In the 80s the
Immigration and Naturalization Service of
the United States developed a system
whereby passports of incoming passen-
gers were scanned by Airlines at check in
and details of the Passenger Name
Record (PNR) were transferred to the US
immigration authorities in order to
execute an initial name check within their
databases. The aim was to accelerate the
border control process for those who had
been pre-checked. Other processes were
subsequently introduced, like Advance
Passenger Information, APP and Pre-
Clearance programmes in several countries.

Currently, passengers departing for the
United States from a number of airports
are cleared for entrance into the US by
immigration officials and, upon arrival,
can go straight to the baggage area to
clear customs. Other countries have
followed suit, some with more
comprehensive entry systems like that
introduced in Australia, in order to
reduce the process time at the border.

Today, at many airports, seaports and
border crossing points at train stations,
automated border control systems are
used in order to process large numbers
of passengers. These systems have
earned their place within the broader
border control environment. Increasingly,
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countries, airport authorities and border control authorities are
considering the use of such systems as part of their passenger
handling process.

One variation, which was first implemented at Schiphol Airport in
Amsterdam, was an automated border control system. Frequent
travellers had the opportunity to enroll into a voluntary registration
system and were provided with a separate token containing an
electronic chip. On this contact chip, the traveller’s fingerprint was
stored in addition to applicable biographical data. The token could
be used by the traveller to cross the border by verifying the live
fingerprint against the stored fingerprint, and the transaction was
always undertaken under the surveillance of an immigration officer.

For these authorities the aforementioned guidelines on
“eMRTDs & Passenger Facilitation” provide a better under-
standing of the how to implement such systems successfully.

A limitation with this idea at the time was that the token
could only be used at one port. However, with the introduction
of the ePassport, similar (automated identity verification)
benefits may be realised at all ports due to the universality
of the document. The “eMRTDs & Passenger Facilitation”
guidelines promote the use of the eMRTD as a possible token
for this process. However it must be remembered that the
document is simply the physical result of a much wider
process that includes issuance, renewal, revocation, as well
as identity verification from a security perspective. The
combination of the eMRTD and these wider processes
together provide an operational framework for ethical,
responsible and sustainable border control. The framework,
however, is only as strong as its weakest link and, with the
introduction of a properly implemented eMRTD, the weakest
link is now unlikely to be the travel document itself.

We must also turn our attention to the systems and processes
which operate in tandem with the eMRTD in order to provide the
broader operational framework, while respecting the individual
and, especially, those with special requirements, such as the
disabled and elderly.

Given the extra confidence that eMRTDs are likely to inspire, it is
especially important to review our issuance processes, including
the use of breeder documents and mechanisms for initial identity
verification. The supporting systems are equally important
because, if these are compromised, data associated with a
legitimate eMRTD may easily be falsified, leading to inappropriate
actions including admissions and denials of service.

The security of every link in the system must receive attention,
including root-level access control, administrator rights, activity
logs, data encryption, secure communications, the proper use
of firewalls and regular audits. We must also respect privacy
and ensure that personal data is not misused. In addition,
contemporary compliance issues, including PCI DSS (Payment
Card Industry Data Security Standard) must be observed. The
whole area of systems security and associated responsibilities
may be further complicated if government agencies elect to
outsource the provision and maintenance of such systems.
This is an area for careful consideration.

In conclusion, the design and introduction of the eMRTD has
undoubtedly been a notable success story for ICAO and its
Member States. We might now consider this achievement as a
distinguished first step towards a broader accomplishment: a
harmonised and globally interoperable immigration and border
control framework which may be operated fairly and efficiently
for the common good. m

The guidelines discussed in this article are published on the ICAO website and may be accessed via: http://www.icao.int/mrtd.
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GUIDELINES FOR STATES

Before

and after
ePassports

By John Mercer, Senior Associate,
Kelly-Anderson & Associates

The discipline required to operate a MRP
issuance system is good training for the
much higher level of technical performance
that is possible with the ePassport. John
Mercer provides background and insight into
the steps that States must take in order

to create sound systems of issuance,
production and distribution.

States that have long issued machine readable passports
are upgrading their production to ePassports to provide
better identification for their citizens, to react to security
concerns because of perceived threats to national and
international security, to meet requirements of regional
associations of States, most notably the European Union,
and in the hopes that having an ePassport will be the ticket
to getting Visa Waiver status.

States that do not yet issue machine readable passports
share the same concerns as the present MRP-issuing
States, but they have the added challenges of establis-
hing a basic passport issuance system built on good
citizenship data and accurate national records. In some
cases, States may go directly from a non-MRP status to
the ePassport.

o il
il

The purpose of this article is to describe the process of
transitioning from the present passport to an ePassport.
Regardless of what the present national conditions are, major
changes have to be made in how the passport is issued.

Background

A passport is a government document that identifies the holder
and facilitates travel by providing bearer information in a
uniform way, and a place for visas and other entrance and exit
records. ICAO Document 9303, Part 1, describes the structural
and security features of the modern Machine Readable
Passport (MRP). In 2006, ICAO issued a revised version of Doc
9303, Part 1, in two volumes, one describing the traditional
passport with machine readable data stored in optical
Character reading (OCR) format, and the second volume
describing the procedures for the electronic storage of data.

=
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Being a government document, there
are laws, regulations and procedures
that are established by each issuing
State or Organization that describe how
their passports are to be issued, and
used. Not surprisingly, these various
issuance and usage laws differ
between the States. In some cases,

a passport is a right of citizens, and
other cases, citizens must justify their
need to travel in order to be issued

a passport.

ICAO provides standards and recom-
mended procedures for passport and
visa issuance in Facilitation Annex 9
to the Convention on International
Civil Aviation. However, this guidance
consists of only 25 points, and

is less than two pages. Consequently
there is much room for different
interpretation and practice. There’s an
old saying that applies here: “In theory,
there is no difference between theory
and reality, but in reality, there is.”

Nonetheless, there are a number of
steps to the issuance of a passport
through which all passports are issued.
This paper is to provide an overview of
these common steps, and the ways in
which the addition of the biometric
information, stored in an Integrated
Circuit (IC) chip contained in the
passport, has changed the procedures.
In many cases, collateral advantages
may be realized in the automation of
the application process.

In speaking about upgrading passports to
the ePassport standard, there are several
initial points that should be considered.

States should ensure that they have
adequate funding for the development
and systems cost for the ePassport
programme. This funding may be self-
funded by user fees, or from government
appropriated funds, or there may be
donor nations or organizations involved.
In any event, funding is first.

States should consider the reasons
for introducing the ePassport. Visa
Waiver States have dates certain for
compliance. Members of international
communities, such as the European
Union, have deadlines for ePassport
introduction.

While non-MRP States may wish to
proceed directly to the electronic
passport, there is value in ensuring that
their passport is first brought up to the
MRP standard in Doc 9303, Part 1. The
passport should be correctly formatted,
contain the recommended security
features as cited in the Security Annex
to Section 3 of any Doc 9303 MRTD
standard, and must have a data page
in compliance with Doc 9303 Part 1

on MRPs, including a fully readable,
correctly formatted, and properly printed
machine readable zone.

Not only is this the operating norm for
international travel, but for States
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contemplating use of the Basic Access
Control feature in their MRPs, having a
correct MRZ is mandatory for allowing
electronic access to the data stored on
the ePassport. In many cases, the
ePassport will be inspected visually,
and it is important to maintain the tradi-
tional physical security features, so that
in the case of electronic compromise

or broken electronics, the passport can
still serve as a trusted credential for
border crossing. An ePassport with a
broken or malfunctioning chip is still a
valid passport.

Steps to passport issuance

Application

The person decides to apply for a
passport. This usually requires filling
out a form, either in paper or online.

In addition to personal information,

the applicant has to provide photos and
the proper fees. All first-time applicants
require a personal appearance before
an authorized government official to
check the veracity and completeness
of information provided.

ePassports require biometric information
to be captured for inclusion in the elec-
tronic chip contained in each passport.
The mandatory biometric is the face
image. This image must meet uniform
standards for clarity and size, as defined
in ISO/IEC 19794-5. lllustrative
guidelines for portrait quality, style and
lighting, glasses and head covers, and
expressions are included in Doc 9303,
Part 1, Appendix 11.

In moving to electronic scanning of
forms, considerable efficiencies can be
obtained by having a scannable-friendly
form: all data on one side of the page,
clear layout of data fields that may be
machine scanned, and print fonts that
are easy for the applicant to read, and
to fill-in correctly.

Optional biometric measures are the
fingerprint and iris. The quality of the
biometric images is critical to the
success of the identity comparison

T .J og gl 1993

process. While 10 print cards have
often been used for fingerprints, the
quality of the images varies, so
electronic live-capture and quality
assessment is becoming more
prevalent. Certainly live capture
assures that the fingerprints belong
to the applicant, and electronic image
quality checks ensure that the
fingerprint is clear enough to store
and obtain minutia required to do
machine comparison of fingerprints.

Application review and processing

The application file is established, and
information on the application is used to
determine the eligibility of the applicant
to receive a passport. Is the person a
citizen? Are there any reasons why the
person should be denied a passport or
have limited validity? Checks may be
made against any pertinent private or
governmental record that bears on the
applicant’s eligibility. Fees must be
tracked and deposited.

Existing passport systems records
must be modified to accommodate
the additional biometric information
associated with each applicant, and
in a way that is retrievable for use by
the government. Pertinent information
may be stored in a variety of branches
of government, and problems of
interoperability have to be resolved

in order for thorough and timely
checks to be made. These inter-
operability problems are often
significant, difficult to resolve, and
expensive to fix. Ideally, improve-
ments in passport data could be used
to leverage improvements throughout
the national data storage systems.

ePassports require the biometric
characterization of the applicant. This
adds complexity to the process because
there is more applicant data to be
checked. However, the addition of
fingerprint data allows checking against
existing national fingerprint databases,
and thus a better chance of detecting an
imposter or fraudulent applicant prior to
document issuance.

-
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Decision to issue

With all available data at hand, the passport adjudicator or
examiner will make the decision to issue the passport. The only
thing different between present practice for a State that already
issues a MRP and issuance of an ePassport is that there is
more data to be evaluated and more certainty of the identity of
the applicant.

Data capture for passport printing

In present operations, data may be entered into the system
early in the application review and receipt process or later, after
the decision to issue has been made. In either method, it is
important to ensure that the images are reproduced with the
highest fidelity. Assuming digital printing of the portrait, the
resolution of the scan should be as high as the resolution of
the printer, otherwise the printed image may be degraded by
pixilation or other print-related problems.

Typing the data from the application is the most common
method of data acquisition. This has to be double checked for
accuracy, and often double entry of data is the best method.
Electronic scanning of data is difficult, given the differences

in the handwriting of people.

States whose primary language uses a non-Latin script will
face the problem of transliteration of their data in the Visual
Inspection Zone as well as the MRZ. This is a basic require-
ment and applies to both MRP and ePassports.

It is important that there be a method of correction of errors,
so that only correct data is used to print a passport. If caught
internally, then book spoilage is reduced, and the system
corrects itself. If a bad book enters circulation then the traveler
will be inconvenienced or prevented from traveling. Error
correction methods are vital in increasingly automated
systems, where the system is the arbiter, and if the system is
wrong, then there is no recourse for the citizen to make
corrections or seek relief.

Electronic passports add the need to match the electronic
data with the visual data on the passport. Facial biometrics at
least allow the border officer to make a visual comparison
between the holder and the book as well as the electronically
stored image. Fingerprint readers are common enough that a
similar comparison could be made, but given the time
involved, such a comparison will most often be made in a
secondary examination, where time of examination is less

of an issue. Getting the stored fingerprints right is especially
important, since a difference in prints between the holder
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“ICAO provides guidance on the
security features to be employed —

in the passport (Informative
Appendix 1 to Section| 3, Doc 9303)
as well as issuance procedures
(Informative Appendix 3 to Section
3, Doc 9303). There istenough
latitude in the guidance to allow

for national preferences to be
respected, and for a robust '
competition to exist in the security
document industry. Arbitrary
restrictions on passport

constructions limit competition,

and should be avoided if best value

Is to be obtained.”




and the book will automatically be
considered fraud, and the holder will be
guilty until proven innocent.

Book printing

ICAO has mandated (Annex 9, paragraph
3.10) that all passports issued on or
after April 1, 2010, to be machine
readable. This refers to the presence of
the two lines of machine readable code
on the bottom of the data page. Printers
and systems must be in place to
accomplish compliance by that date. A
further policy compliance requirement is
that member States shall have only MRP
books in circulation after November 24,
2015. This has the practical effect that
a State with a 10-year validity document
is required to either plan on replacing
such non-MRP books issued before
November 24, 2005, or shorten the
validity term of their non-MRPs so that
they expire in 2015.

Of course books must be made with the
printer in mind. All ICAO compliant
passports should be formatted and
constructed according to the Doc. 9303
Standard. But there are a myriad of
methods of making ICAO-compliant data
pages and passport books, and the
books have to possess the physical
structure to accept, retain and protect
the entered data.

Some States find it appropriate to move
to a centralized issuance system with the
advent of the ePassport. Other States
may continue with a distributed
application and biometric live capture
system, and centralized production.

Fingerprint and iris biometrics are
particularly suited to live capture.

ICAO provides guidance on the security
features to be employed in the passport
(Informative Appendix 1 to Section 3, Doc
9303) as well as issuance procedures
(Informative Appendix 3 to Section 3,
Doc 9303). There is enough latitude in
the guidance to allow for national
preferences to be respected, and for a
robust competition to exist in the
security document industry. Arbitrary
restrictions on passport constructions
limit competition, and should be avoided
if best value is to be obtained.

Some security features are substrate
based, others ink based, while some
are related to the personalization
process. An often repeated request
from border inspectors is for more
features that can help the first line
inspector. Features added in persona-
lization, such as steganographic
features offer such help, especially if
the country is using a full-page reader
that has been electronically program-
med to look for the steganography

present in the facial image. Such
features can usually also be worked
into the image stored on the IC chip,
if desired by the State in question.

Conversion to an electronic passport
requires significant changes to the book
structure, accountability and security.
The passport must contain the electronic
IC chip and associated antenna in order
to store the biometric information in a
standard way so that the passport may
be interrogated by authorized readers.
This latter is accomplished by confor-
mance to both volumes of Doc 9303.
The data must be stored in its proper
data groups within the electronic record,
so that it can be read. This electronic
writing and reading is a significant change
as none of that has existed before.

ePassport books are required to have
the ePassport logo appear on the front
cover of the book.

The chips are numbered so an additional
accountable item is added. The structure
of the book must be modified to protect
the chip. Presently there are three
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locations for IC chips in ePassports: in a
hard thick plastic card, usually the data
page; in between the center pages of the
book, or in the cover, usually the non-
foil-stamped cover. Protection against
unauthorized electronic access may also
be included. This may take the form of a
metallic foil or screen which disrupts
electronic access to the IC chip.

The process control of ePassports
involves reading the IC chip for viability
during and after the production at the
book printer, and also reading on receipt
by the government prior to persona-
lization. This is especially important
since the addition of the IC chip usually
adds a significant increase to the price
of the base passport. Thus in-process
monitoring and reduction of spoilage
attains an importance that may have
previously been overlooked. Spoiling

a $3 book is different than spoiling a
book costing $30 or more.

To insure data integrity, ICAO has chosen
to use a Public Key/Private Key system,
in which the data is written with a Private
Key and read using a Public Key. In order
to use the Public Key Infrastructure

(PKI, it is necessary to establish Country
Signing and Document Signing Certifi-
cate Authority (CA) and Document

Object Security (SOD). This issue is

very complex, and must be done exactly
right in order to have international inter-
operability of the electronic data. ICAO

is the nexus for this authority.

The data has to be written to the IC chip
in a way that fits within the Data Groups
prescribed by ICAO in Volume 2 of Doc

9303, Part 1. Furthermore, legitimate
access to the IC chip can be controlled
by several levels of electronic security,
starting with Passive Authentication,
Basic Access Control and Active Access
control. These possibilities were first
explained in ICAO Technical Reports and
then later added to the Doc 9303 in
Volume 2 of Part 1, MRPs.

But there is more, in that the physical
structure, and particularly the thickness
of an ePassport is different and often
personalization printers have to be
changed to adapt to the new thickness.
Thicker books also may mean changes in
shipping boxes, as fewer ePassport
books will fit into a given box, compared
to non-ePassports. Vault space may also
have to be increased. In many cases,
multiple changes are made to the
passport, with new designs, changes in
numbering schemes and location of the
data page within the book, so that these
physical changes are not trivial, and
once made, are not readily adjustable
back to the original settings. Going to
the ePassport is a one-way commitment.

Quality check and return to holder

Once printed, the modern MRP passport
is usually visually inspected for obvious
defects, and the MRZ is read to ensure
that it is correctly printed. After that, the
book is returned by whatever means is
customary in the particular State.

The electronic passport has more
information to check and has to be read
electronically as well as by MRZ readers.
This is not only to assure viability of the

IC chip, but to ensure that data has
been entered correctly into the various
Data Groups.

Summary

In summary, this article is a fast and
relatively high-level comparison of
passport issuance before and after the
advent of ePassports. It is not intended
as definitive, as each point in the
process requires great attention to
detail in order to get it right.

States need to communicate to their
citizens about the advantages of the
ePassport, enable citizens to check the
operation and content of their ePassport
(to eliminate surprise malfunctions on
departure, and for privacy reasons), and
communicate information about their
new passport to neighboring States,
other States in the world in illustrated
brochures or other communications tools
appropriate to the audience (i.e. border
control agencies or the general public).

There are significant reasons to make
the transition to ePassports as soon
as possible, but the success of any
ePassport system is based on the
proper functioning of the basic MRP
platform. The readers of these words
will have to judge where their States
are in relation to a strong and secure
system of identity management. Suffice
it to say that experience with the
discipline required to operate a MRP
passport issuance system is good
training for the much higher level of
technical performance that is possible
with the ePassport. m
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Operating systems for

secure ID documents

A G&D White Paper comparative analysis
of the Native, Java and Multos options

The chip in modern electronic identification documents
consists of the microprocessor (hardware), the Chip Operating
System (COS) and the card applications (software). ICAO
specifications define the software (Logical Data Structure)

for e-passports, and while some recommendations exist for
the memory of the microprocessor there is presently no
specification for the COS.

The result is that State officials have a choice between
several chip operating system options and the following paper
seeks to explain these in more detail.

Currently, three different types of smart card operating
systems are being employed in the segment of national
high-security documents:

m Native COS (also called file-based or ISO cards)
= Java Cards
s MULTOS cards

Unlike a PC operating system, chip operating systems are
restricted in size and processing capabilities but need to be
highly optimized for security. Because the security of any

smart card is defined by the interaction of its hardware,

COS, and LDS, COS evaluations need to consider interrelated
factors relating to performance, security, interoperability,
reliability, cost, etc.

States may wish to note that Native COS implementations
currently dominate in ePassports worldwide, possibly due to
performance requirements for the reading process. There is
no clear trend as concerns national ID cards, with most
current systems being based either on Java or on Native,
depending on the geographic region (Europe is primarily
Native-oriented while Asia and the Middle East have seen a
number of Java implementations). Only a very small number
of MULTOS projects have been deployed internationally.

Native systems

In the early days of smart card technology, Native operating
systems didn’t follow any common standards and the
functionality supported was mainly proprietary. Modern Native
systems support file systems based on the ISO-7816 smart
card standards although they may still contain vendor-specific
commands as well as proprietary functions. The reason for
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this is that while Native systems
overcome memory and performance
constraints, they also provides additional
functions beyond the standard—which is
a benefit.

Native cards have a pre-defined
command set which allows developers to
dynamically create their own applications
based on the pre-established card
functionality. The pre-defined command
set is the interface to the outside world.
The application and its data are comple-
tely separate, although they use the
same basic card functions. The functions
are executed directly by the micro-
processor and there is no interpretation
of byte code as is the case in a Java Card.

Java systems

Java Card technology adapts the Java
platform for use in smart cards and
other devices whose environments are
highly specialized, and whose memory
and processing constraints are typically
stricter than those of a regular PC.

A Java Card implementation is supposed
to follow two sets of specifications:

= The Java Card specifications initially
defined by SUN Microsystems, and
now by the Java Card Forum.

= The GlobalPlatform specifications defin-
ed by the GlobalPlatform organization.

Sun Microsystems realized the potential
of smart cards and similar resource-
constrained devices many years ago.

It defined a set of specifications for a
subset of Java technology and proceed-
ed to create applications for them—

the so-called Java Card applets. A device
that supports these specifications is
referred to as a Java Card platform.

The Java Card technology specification
is in three parts:

m The Java Card Virtual Machine (VM)
specification, which defines a subset
of the Java programming language.

m The Java Card Runtime Environment
(JCRE) specification, which further
defines the runtime behavior of Java-
based smart cards.

m The Java Card API specification.

The Java Card platform is a secure
multi-application environment—many
different applets from different vendors
can safely coexist in the same card.
Each applet is assigned to an execution
context—the security area assigned to
the applet. The boundary between one
execution context and another is often
called an applet firewall. This firewall
ensures that one applet cannot access
the code and data objects of another
applet. If necessary, the Java Card
platform can support mechanisms for

secure data sharing across firewalls,
although for security reasons this is
not recommended in routine use.

The Java Card specifications define the
general behavior and architecture of a
Java Card, but they do not describe a
specific solution for the card or the
application lifecycle management in
detail. By contrast, the GlobalPlatform
card specification defines a concrete
implementation of card components,
command sets, transaction sequences
and interfaces that are hardware-neutral,
operating system-neutral, vendor-neutral
and application-independent.

One of the main differences between
Java Cards and Native and MULTOS
operating systems is the organization of
the “file system structure.” Java Cards
do not have any similar ISO7816-4
compliant file-system structure, nor do
they support the ISO7816 commands
and their security mechanisms. It is
therefore up to the applet developer to
define their own file system organization
and supported commands that can be
either compliant or non-compliant with
ISO specifications.

MULTOS systems

MULTOS is a smart card operating
system that provides the underlying
communications, the memory
management, and an Application
Abstract Machine (AAM) for multi-
application smart cards. Operating
system or platform services are
available to application programmes
in the form of an AAM.

The MULTOS COS handles the
loading and deleting of applications
and the sending/receiving and
dispatching of commands to (and
responses from) the card. Like Java
Cards, the core of the MULTOS
operating system is an interpreterthat
allows the applications to be deve-
loped independently of the underlying
card hardware. Applications written
with the MULTOS API could be run
anywhere on any MULTOS platform.

n
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The MULTOS AAM provides every application stored on the card
with its own memory space. Each application resides in a
rigorously enforced application space, which consists of the
application code and data segments. The memory and file system
is organized as an 1ISO7816-4 compliant file system structure.

Application loading and deletion is done using certificates. While
an application is being loaded onto the smart card, MULTOS
checks its validity and allocates a memory area protected by a
firewall. Each application is stored strictly separated from the
other applications and it is not possible for them to interfere
with each other. This means that an application has full access
rights to its own code and data, but cannot directly access the
code of another application. Like Java Cards, MULTOS allows
applications to be loaded onto the smart card even when it is
already in the cardholder's possession.

Choosing a Chip Operating System (COS)

Dynamic Application Management and Flexibility

MULTOS and Java Cards have always been considered highly
flexible operating systems. This is due to the option of adding

post-issuance functionality to issued cards through highly
standardized, secure processes. But modern Native cards are

now also capable of adding new functions and applications to
cards in the field. Their processes and mechanisms are also
based on standards (ISO7816), although they can include
some vendor-specific features.

Native and Java Cards offer dynamic memory management,
whereas MULTOS offers static memory management only,
which can lead to memory fragmentation. In the latter case
this is caused by the static memory allocation for applications
residing in their own, dedicated physical area.

Another aspect is the flexibility for adding new functionality
and applications to the card quickly and cost-efficiently before
issuance. On a Native operating system, the functionality
required for this could exceed the existing core operating
system functionality (e.g. security protocols) and might require
the basic functionality to be extended. It is likely that new
functionality could be integrated in the existing card (as a
so-called patch in EEPROM). If not, a new COS development
resulting in higher costs and longer lead-times will be required.

Security

Any smart card platform used for identification purposes needs
to meet very high security standards. In many cases the issuer
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of an identification document will ask for certifications from an
independent and accredited evaluation authority. In most
cases, the certification of a Native card consists of composite
certification of the operating system and one or more dedicated
applications. The certification of Java Card and MULTOS
platforms can be done for the operating system alone, or as a
composite evaluation for both the operating system and the
card applications. In terms of genuine security, only the latter
certification guarantees a highly secure end-product that is
comparable to a Native composite end-product. This should be
the certification to aim for.

Each platform has its own security-related benefits and
drawbacks: the fact that a Java Card applet can be deve-
loped by the governmental agency itself could be seen as

a benefit. However, this could also be a big security risk,
since applications should always be designed by experienced
architects and there are complex security guidelines that
must be considered.

The mechanisms implemented for MULTOS—the necessary
application load and delete certificates and dedicated memory
addressing is a benefit, but this comes at a high administrative
cost. This type of security is important if a single smart card
offers services from more than one organization. However, the
vast majority of smart cards today offer a single application
from a single issuer.

In general, all three COS architectures can be judged as
secure, but the security of a concrete implementation needs
to be verified by undergoing rigid tests and evaluations.

Performance

It has already been mentioned above that MULTOS and Java
Cards are operating systems in which the functions are interpreted
and not directly executed by the microprocessor. This is the
crucial argument in favor of Native platforms when it comes to
performance. Java Card performance has always been a conten-
tious issue. The topic is sensitive, because it is a commercial
argument, which has been used (and misused) over the years.

Generally, COS implementers have to make trade-offs between
some important parameters:

= Speed: Many factors influence the speed of the platform,
which can be an important differentiation factor.

m Security: Security often implies redundancy (e.g. double-
checks), which in many cases contradicts performance.

= Compliance: Compliance with all specifications and
recommendations can be costly, and little “cheats” can
ease both speed and security. This can be tempting,
especially in niche cases, although it does create problems
for application portability.

= Flexibility: Flexibility means supporting a wide range of
functionalities in order to cover use cases in the future.
In doing so it may result in more overheads while
executing functions.

Any platform can be optimized in any way and, as stated above,
it is a trade-off between certain parameters. However, in the
case of MULTOS and Java Cards you are tied to standardized
processes, especially during the production phase—the
initialization and personalization of the card.

If you have a highly stable and properly defined use case sup-
porting specific mechanisms—for example the electronic passport
—then Native platforms will always be a very good choice.

Implementation levels

ISO standards as well as MULTOS and Java Card/GlobalPlatform
specifications are mainly driven by the industry, although the
number of bodies involved in the definition and implementation
of these specifications varies.

Java Card platforms are more widespread on the market than
MULTOS platforms—there are also many more vendors who
have implemented and/or who offer Java Card rather than
MULTOS platforms. However, the majority of smart cards used
for identification purposes are still Native. In the case of single-
purpose cards with no post-issuance intention, open systems
like Java Card and MULTOS are not necessary.

Application development toolkits

As a rule, all card vendors offer an accompanying software toolkit
that allows skilled software programmers to develop their own
applications for the specific card. All these development kits are
vendor-proprietary and naturally vary considerably in terms of
functionality and user-friendliness. They range from provision of
the basic core functionality, such as definition of the ISO7816-
compliant file system structures (for Native and MULTOS),
through support for whole sets of cryptographic functionality, to
debugging at byte-code level and support for TCP/IP interfaces
for direct connections between the simulation or debugger with
external (third party) programmes or live environments.

Whereas toolkits for Native operating systems may be used
only in conjunction with the corresponding Native platform of
the particular supplier, the toolkits for MULTOS and Java Cards
can in theory be used with the platform of a third-party vendor,
thanks to the write-once-run-anywhere principle of these
platforms. In reality, this is not the case, since those platforms
have their own specific characteristics due to their different
interpretation of the MULTOS and Java Card specifications.
Thus it could, though is not guaranteed, to be the case that an
application which has been developed with a specific develop-
ment kit from vendor A will run on a platform of vendor B.
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As mentioned above, toolkits for Native
platforms cannot be used by third parties
to develop applications for any other plat-
form than the given COS, since the imple-
mentations are always vendor-specific.

Comparison summary

From a functional point of view, all the
operating systems described offer the
full spectrum of functionality and security
for the implementation of secure ID
documents.

In summarizing the various aspects
speaking for or against a dedicated
smart card operating system, we can
say that in general all have some
strengths in certain areas, and none has
any major weakness. States will have to
consider all of the factors noted above in
the context of their particular need in
order to ascertain which COS will be
right for their electronic document. m
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BEYOND THE PASSPORT

Identity fraud and
digital capability

Identity fraud is a worldwide problem, with criminals and terrorists currently traveling
between States using non existent, fabricated identities or identities that have been stolen
from a legitimate citizen. Government and law enforcement personnel tend to this problem
through a wide range of measures—including improvements in the security of the travel
document itself—but Clemens Willemsen of the Dutch Department of Justice argues that
in the digital age we may wish to begin considering eliminating ID documents altogether.

Though some of the solutions being
presented in the following article may
appear straightforward, they also
require that those of us involved in the
areas of passport issuance and border
control may need to change our way of
thinking about the very nature of
identity documents. The three basic
steps that | propose are required for
States to diminish identity fraud are:

1. Using identity documents published
by official authorities only.

2. Distinguishing between establishing
identification with a document and
granting rights to the owner of
a document.

3. Replacing the physical document
by a virtual document.

1. Using identity documents published
by official authorities only

Identity documents can be categorized as:

= Primary (published by an official
authority).

m Secondary (published by a public
or private organization such as a
hospital, public transportation
service, company, etc).

A Primary ID document (PID) is handed
over by an official authority, such as a
State passport office or a regional
license bureau branch, after a thorough
check on a citizen’s administrative

and/or biometric identity—making use
of, for example, a birth certificate or
an expired passport. There are strict
procedures surrounding identity
establishment and document issuance
that are employed by PID sources
(editor’s note: see the ‘Issuance and
Identity’ section in MRTD Report Issue
01 2008 for more on this topic).

A Secondary ID document (SID) is based
upon the PID. A hospital for example
will admit you as a patient and requires
you to show a PID. After verifying it is
you, you will be registered and handed
a hospital card to serve as a SID. This
card identifies you only for hospital
purposes and grants you certain rights
to specific hospital procedures. This
type of SID document is generally
significantly less secure than a PID
and therefore easier to copy or forge.

It is more recommendable then to use
the PID for each visit to organizations
that currently distribute SIDs for their
own use. In the past, this might have
been a problem, but in more and more
countries citizens are required now both
to carry and to show their PID for
official purposes. Therefore they are
much more likely today to have it with
them at all times.

Under this type of regulated PID
environment States and other
organizations or more localized
government entities would no longer
need to concern themselves with the

infrastructure, staffing and costs

inherent in their SID programmes.

Overall citizen privacy would further-
more be augmented by the fact that
there would be fewer cards in circu-
lation containing private information
that could possibly be lost or stolen.

2. Distinguishing between establishing
identification with a document
and granting rights to the owner
of a document

Traditionally, PIDs not only identify the
bearer and authenticate him or her for
national or international authorities, but
also grants certain rights to the bearer,
such as:

1. Passport—identifies and grants
the bearer the right to cross certain
borders.

2. Driver’s license—identifies and
grants the bearer the right to drive
a motor vehicle.

3. Social security card—identifies and
grants the bearer the right to use
social services.

In other words, identity establishment
and user rights are combined in the
current PIDs. Many SIDs operate in the
same fashion:

1. Library card—identifies and grants
the bearer the right to borrow books.

2. Credit card—identifies and grants
the bearer the right to spend money.
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Birth certificate

Official Authority

patient’s card

services, granted rights, access

This combining of ID establishment with bearer rights and
permissions was required in the past when physical ID tools
and systems (cards and/or other documents) were distinct and
separate from the administrative systems that tracked and
recorded the bearer’s associated permissions. It obviously
wasn’t practical using paper-based systems to re-verify the
bearer’s rights at each presenting of their ID and so the ID
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passport
drivers’s
license

Authorization
system

itself needed to clearly indicate what rights the bearer was
entitled to and when these could be exercised, but when
viewed in light of current digital capabilities this requirement
is no longer necessary.

When all State infrastructures become more developed in this
regard it would be advantageous to move away from the current
requirements (even with the newer ePassports bearer rights are
still reflected on the ID itself as per the needs of older
administrative structures) and instead simply use the PID to
enable border and customs officials to access real-time
indications of the bearer’s completely up-to-date rights and
permissions.

The advantages of separating identity establishment from
rights establishment with PIDs are numerous therefore:

1. Your specific identity card can be stolen but not your
granted rights.

2. Granted rights can be checked online and are no longer
restrained to the time of issue and the expiration date of
the card. It is always up to date.

3. A bearer would only require one PID.

4. There would no longer be a need for SIDs that are less
secure then PIDs.

5. When stolen, you only need to report/reapply for one card
instead of numerous cards.

6. The realtime and continuous verification of bearer rights
would facilitate the identification and removal from
circulation of stolen or fraudulent PIDs
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One of the few disadvantages would be
that digital systems would need to be
available and accessible to officials at
all times. System down-time could result
in significant impacts to travel and other
activities that will always require PID
verification. These disadvantages could
be dealt with, however, through
established procedures now in place to
create independent power back ups,
information redundancy and mirrored
access for essential digital networks—
such as those that currently exist in
defense and banking systems or other
properly secured corporate networks.

An additional hesitancy could also be
envisaged by those who might be
reluctant to have all their ID establish-
ment reflected in just a single card
(especially for suppliers who currently
furnish the global population with
multiple PIDs and SIDs). For the bearer,
however, the separation of rights from 1D
establishment would minimize the

implications of a lost or stolen PID,
which brings to mind how a bearer’s ID
could be established if they were no
longer in possession of their only form
of physical ID, and where this line of
thought would take us if carried to its
logical conclusion.

3. Replacing the physical document
by a virtual document

The ultimate step in this process would
be to eliminate the physical document
altogether and replace it with a ‘virtual
document’ (basically the rights infor-
mation alone that would be displayed
electronically when an official queried an
individual’s rights). Biometric information
is currently being employed in the
newest ePassports and visas to assist
officials in establishing a PID bearer’s
identity, but why not simply have the
traveler submit to biometric scans at
point of entry and forego the need for a
physical document completely? This

would be the next step in the evolution
of our ability to ascertain the
identification and rights of all citizens
in a fully digital age.

Clemens Willemsen works for the Dutch
Department of Justice where he is
involved in identity management and
biometrics. This article is his personal
view only and does not necessarily
reflect the point of view of his govern-
ment or its respective departments. m

da

(= D T B S TR

HARDWARE AND SOFTWARE SOLUTIONS FOR AUTOMATED BORDER CONTROL

WWW REGLILA BY



WHAT THE STATES ARE SAYING

Portugal:

T e S g o edPIES,

- e
— Wl -;{_ —r

capitalising R
on the full
ePassport
potential

With over 50 percent of
the world’s annual total
of new passports now
conforming to ICAO’s
ePassport specifications,
and with the number
of countries still using
non-Machine Readable
Travel Documents (non-
MRTDs) growing smaller
year by year toward ICAO’s 2010 MRTD
implementation deadline, the MRTD Report
will be devoting its attention in coming
issues to highlighting the work of specific
countries in the efforts they’ve extended
in adapting to and implementing new
MRTD standards.

i * e r
In this second instalment of the R~eport’s effort. As we were latecomers at the time (our project was
national profiles, Dr. José Magalhaes, launched in April 2005), not only did we carefully consider ICAO
Secretary of State for Portugal, provides standards and documents as we finalized our planning, but we
a testament to the importance of the new also requested to participate in the related MRTD working groups.

ICAO standards in the development of his
country’s impressive ePassport and
passenger facilitation systems.

Portugal wanted to benefit from the knowledge of a worldwide
network of experts who were capable of helpings us solve
concrete problems. That very practical support was provided in

§ a very timely manner with the assistance of ICAO and we

0 ICAO MRTD Report: How did ICAO's work in developing learned the lessons we needed to very quickly. We could, of

g MRTD standards and specifications assist Portugal in its course, be proud of the fact that we were such fast learners,

E own efforts to modernize its passport? but the excellent assistance and guidance we received was

< probably what really made the difference.

§ Dr. José Magalhaes: Working closely with ICAO has played a

f decisive role in our efforts to fight against time constraints Has Portugal also developed new visas or ID cards as part

'ns': and limit the huge risks in project management that can of its recent work in this area and, if so, have ICAO specifica-
detrimentally affect this type of large-scale infrastructure tions been helpful in this regard as well?
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The new single European residence
permit model takes ICAQO’s standards
and specifications strictly into
consideration. Before the end of this
year these new biometric cards will begin
to be issued by our Border Control
Service in association with the
Portuguese Government Printing House
(IN-CM). With respect to ID cards, as of
yet no mandatory standards have been
established at the European Union level,
but despite this an effort has been
made by Portugal to incorporate ICAO’s
standards into our Citizen Card project,
which is now being gradually expanded.

Lessons will be learned during the first
months of service for the new card,
which is presently replacing four
separate low-security cards that had
been previously issued (ID cards, health
cards, social security cards and
taxpayer's cards).

To get back to travel-related matters for
a moment, Portugal's passenger facilita-
tion system (RAPID) is now one of the
most advanced in the world. Could this
type of system have been developed with-
out the hard work that has been done to
make the new generation of MRTDs as
globally interoperable as they are?

Definitely not. The key point that led to
RAPID was this basic question: now that
more and more electronic passports are

being issued, how can we make passen-
gers feel that besides being secure the
new documents can make travelling
easier and faster? The answer to this
question always came back to the
manned checkpoints and whether or not
we could devise a system to replace
them. Obviously, security was one of our
primary considerations as we considered
the various options before us. We
concluded that if we could compare the
picture inside the passport chip with an
image obtained in real-time at the
checkpoint, and then augment that
verification with as many queries as
possible in the available security
databases, then we just might be able
to achieve the desired result.

The first feedback generated by our
original pilot project in Algarve was
overwhelmingly positive in every regard.
The final result is that RAPID is now fully
installed in most of our airports and on
certain days some machines are
processing up to 3,000 passengers!

What countries’ travel documents are
currently capable of being read with the
RAPID system?

Any holders of the 27 ePassports
compliant with the EU regulations are
capable of taking advantage of the
RAPID system. Norwegian and Icelandic
ePassports are also now compliant.

What is the scope of Portugal's current
MRTD program? In other words, how
many passports does your country have
in circulation, what percentage now con-
forms to MRTD or ePassport (biometric)
specifications, and how many docu-
ments are issued on an annual basis?

Of the 3 million passports currently in
circulation approximately 670,000 of
these are now ePassports (we began to
issue our electronic document as of
August 28, 2006). | should note that the
Portuguese ePassport has become very
popular. Citizens admire the fact that no
paper forms or photographs are used.
We established rigorous processes as
concerned issuance and delivery, but, in
all, Portugal’s citizens enjoy almost zero
bureaucracy, zero narrow-mindedness
and very short delays in delivery.

Moreover, facts have confirmed that by
decentralizing the enrolment of data and
centralizing the issuance of passports
(delivered to any part of the world by a
leading distribution network) we can
achieve a win-win solution. Once and for
all Portugal has said adieu to stolen or
lost blank booklets. m
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MRTD GLOSSARY

This glossary is included to assist the reader
with terms that may appear within articles in
the ICAO MRTD Report. This glossary is not
intended to be authoritative or definitive.

Anti-scan pattern An image usually constructed of fine lines
at varying angular displacement and embedded in the security
background design. When viewed normally, the image cannot
be distinguished from the remainder of the background
security print, but when the original is scanned or photocopied
the embedded image becomes visible.

Biographical data (biodata) The personalized details of the
bearer of the document appearing as text in the visual and
machine readable zones on the biographical data page of a
passport book, or on a travel card or visa.

Biometric A measurable, physical characteristic or personal
behavioural trait used to recognize the identity, or verify the
claimed identity, of an enrollee.

Biometric data The information extracted from the biometric
sample and used either to build a reference template
(template data) or to compare against a previously created
reference template (comparison data).

Biometric sample Raw data captured as a discrete
unambiguous, unique and linguistically neutral value
representing a biometric characteristic of an enrollee as
captured by a biometric system (for example, biometric
samples can include the image of a fingerprint as well as
its derivative for authentication purposes).

Biometric system An automated system capable of:

1. capturing a biometric sample from an end user for a MRP;

2. extracting biometric data from that biometric sample;

3. comparing that specific biometric data value(s) with that
contained in one or more reference templates;

4. deciding how well the data match, i.e. executing a
rule-based matching process specific to the requirements
of the unambiguous identification and person
authentication of the enrollee with respect to the
transaction involved; and

5. indicating whether or not an identification or verification
of identity has been achieved.

Black-line/white-line design A design made up of fine

lines often in the form of a guilloche pattern and sometimes
used as a border to a security document. The pattern
migrates from a positive to a negative image as it progresses
across the page.

Capture The method of taking a biometric sample from the
end user.

Certificating authority A body that issues a biometric
document and certifies that the data stored on the document
are genuine in a way which will enable detection of fraudulent
alteration.

Chemical sensitizers Security reagents to guard against
attempts at tampering by chemical erasure, such that
irreversible colours develop when bleach and solvents come
into contact with the document.

Comparison The process of comparing a biometric sample
with a previously stored reference template or templates.
See also “One-to-many” and “One-to-one."

Contactless integrated circuit An electronic microchip
coupled to an aerial (antenna) which allows data to be
communicated between the chip and an encoding/reading
device without the need for a direct electrical connection.

Counterfeit An unauthorized copy or reproduction of a
genuine security document made by whatever means.

Database Any storage of biometric templates and related end
user information.

Data storage (Storage) A means of storing data on a
document such as a MRP. Doc. 9303, Part 1, Volume 2
specifies that the data storage on an ePassport will be on
a contactless integrated circuit.

Digital signature A method of securing and validating
information by electronic means.

Document blanks A document blank is a travel document
that does not contain the biographical data and personalized
details of a document holder. Typically, document blanks are
the base stock from which personalized travel documents
are created.

Duplex design A design made up of an interlocking pattern of
small irregular shapes, printed in two or more colours and
requiring very close register printing in order to preserve the
integrity of the image.

Embedded image An image or information encoded or
concealed within a primary visual image.

End user A person who interacts with a biometric system
to enroll or have their identity checked.
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Enrollment The process of collecting biometric samples
from a person and the subsequent preparation and
storage of biometric reference templates representing that
person’s identity.

Enrollee A human being, i.e. natural person, assigned an
MRTD by an issuing State or organization.

ePassport A Machine Readable Passport (MRP) containing

a contactless integrated circuit (IC) chip within which is stored
data from the MRP data page, a biometric measure of the
passport holder and a security object to protect the data with
Public Key Infrastructure (PKI) cryptographic technology, and
which conforms to the specifications of Doc. 9303, Part 1.

Extraction The process of converting a captured biometric
sample into biometric data so that it can be compared to a
reference template.

Failure to acquire The failure of a biometric system to obtain
the necessary biometric to enroll a person.

Failure to enroll The failure of a biometric system to enroll
a person.

False acceptance When a biometric system incorrectly
identifies an individual or incorrectly verifies an impostor
against a claimed identity.

False Acceptance Rate (FAR) The probability that a biometric
system will incorrectly identify an individual or will fail to reject
an impostor. The rate given normally assumes passive
impostor attempts. The false acceptance rate may be esti-
mated as FAR = NFA / NIIA or FAR = NFA / NIVA where FAR is

the false acceptance rate, NFA is the number of false accep-
tances, NIIA is the number of impostor identification attempts,
and NIVA is the number of impostor verification attempts.

False match rate Alternative to “false acceptance rate;” used
to avoid confusion in applications that reject the claimant if
their biometric data matches that of an enrollee. In such
applications, the concepts of acceptance and rejection are
reversed, thus reversing the meaning of “false acceptance”
and “false rejection.”

False non-match rate Alternative to “false rejection rate;”
used to avoid confusion in applications that reject the claimant
if their biometric data matches that of an enrollee. In such
applications, the concepts of acceptance and rejection are
reversed, thus reversing the meaning of “false

acceptance” and “false rejection.”

False rejection When a biometric system fails to identify
an enrollee or fails to verify the legitimate claimed identity of
an enrollee.

False Rejection Rate (FRR) The probability that a biometric
system will fail to identify an enrollee or verify the legitimate
claimed identity of an enrollee. The false rejection rate may be
estimated as follows: FRR = NFR / NEIA or FRR = NFR / NEVA
where FRR is the false rejection rate, NFR is the number of
false rejections, NEIA is the number of enrollee identification
attempts, and NEVA is the number of enrollee verification
attempts. This estimate assumes that the enrollee
identification/verification attempts are representative of those
for the whole population of enrollees. The false rejection rate
normally excludes “failure to acquire” errors.
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Fibres Small, thread-like particles embedded in a substrate
during manufacture.

Fluorescent ink Ink containing material that glows when
exposed to light at a specific wavelength (usually UV) and that,
unlike phosphorescent material, ceases to glow immediately
after the illuminating light source has been extinguished.

Forgery Fraudulent alteration of any part of the genuine
document, e.g. changes to the biographical data or the portrait.

Front-to-back (see-through) register A design printed on both
sides of the document or an inner page of the document which,
when the page is viewed by transmitted light, forms an
interlocking image.

Full frontal (facial) image A portrait of the holder of the MRP
produced in accordance with the specifications established in
Doc. 9303, Part 1, Volume 1, Section IV, 7.

Gallery The database of biometric templates of persons
previously enrolled, which may be searched to find a probe.

Global interoperability The capability of inspection systems
(either manual or automated) in different States throughout the
world to obtain and exchange data, to process data received
from systems in other States, and to utilize that data in
inspection operations in their respective States. Global inter-
operability is a major objective of the standardized specifica-
tions for placement of both eye readable and machine readable
data in all ePassports.

Guilloche design A pattern of continuous fine lines, usually
computer generated, and forming a unique image that can only
be accurately re-originated by access to the equipment,
software and parameters used in creating the original design.

Heat-sealed laminate A laminate designed to be bonded to the
biographical data page of a passport book, or to a travel card
or visa, by the application of heat and pressure.

Holder A person possessing an ePassport, submitting a
biometric sample for verification or identification while claiming
a legitimate or false identity. A person who interacts with a
biometric system to enroll or have their identity checked.

Identifier A unique data string used as a key in the biometric
system to name a person’s identity and its associated
attributes. An example of an identifier would be a passport
number.

Identity The collective set of distinct personal and physical
features, data and qualities that enable a person to be
definitively identified from others. In a biometric system,

identity is typically established when the person is registered in
the system through the use of so-called “breeder documents”
such as birth certificate and citizenship certificate.

Identification/Identify The one-to-many process of comparing
a submitted biometric sample against all of the biometric
reference templates on file to determine whether it matches
any of the templates and, if so, the identity of the ePassport
holder whose template was matched. The biometric system
using the one-to-many approach is seeking to find an identity
amongst a database rather than verify a claimed identity.
Contrast with “Verification."

Image A representation of a biometric as typically captured via
a video, camera or scanning device. For biometric purposes this
is stored in digital form.

Impostor A person who applies for and obtains a document

by assuming a false name and identity, or a person who alters
his physical appearance to represent himself as another person
for the purpose of using that person's document.

Infrared drop-out ink An ink which forms a visible image when
illuminated with light in the visible part of the spectrum and
which cannot be detected in the infrared region.

Inspection The act of a State examining an ePassport
presented to it by a traveler (the ePassport holder) and verifying
its authenticity.

Intaglio A printing process used in the production of security
documents in which high printing pressure and special inks are
used to create a relief image with tactile feel on the surface of
the document.

Issuing State The country writing the biometric to enable a
receiving State (which could also be itself) to verify it.

JPEG and JPEG 2000 Standards for the data compression of
images, used particularly in the storage of facial images.

Laminate A clear material, which may have security features
such as optically variable properties, designed to be securely
bonded to the biographical data or other page of the document.

Laser engraving A process whereby images (usually
personalized images) are created by “burning” them into the
substrate with a laser. The images may consist of both text,
portraits and other security features and are of machine
readable quality.

Laser-perforation A process whereby images (usually
personalized images) are created by perforating the substrate
with a laser. The images may consist of both text and portrait
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images and appear as positive images when viewed in reflected
light and as negative images when viewed in transmitted light.

Latent image A hidden image formed within a relief image
which is composed of line structures which vary in direction
and profile resulting in the hidden image appearing at
predetermined viewing angles, most commonly achieved by
intaglio printing.

LDS The Logical Data Structure describing how biometric
data is to be written to and formatted in ePassports.

Live capture The process of capturing a biometric sample
by an interaction between an ePassport holder and a
biometric system.

Machine-verifiable biometric feature A unique physical
personal identification feature (e.g. an iris pattern, fingerprint
or facial characteristics) stored on a travel document in a form
that can be read and verified by machine.

Match/Matching The process of comparing a biometric
sample against a previously stored template and scoring the
level of similarity. A decision to accept or reject is then based
upon whether this score exceeds the given threshold.

Metallic ink Ink exhibiting a metallic-like appearance.

Metameric inks A pair of inks formulated to appear to be the
same colour when viewed under specified conditions, normally
daylight illumination, but which are a mismatch at other
wavelengths.

Microprinted text Very small text printed in positive and or
negative form, which can only be read with the aid of a
magnifying glass.

MRTD Machine Readable Travel Document, e.g. passport, visa
or official document of identity accepted for travel purposes.

Multiple biometric The use of more than one biometric.

One-to-a-few A hybrid of one-to-many identification and one-to-
one verification. Typically the one-to-a-few process involves
comparing a submitted biometric sample against a small
number of biometric reference templates on file. It is commonly
referred to when matching against a “watch list” of persons
who warrant detailed identity investigation or are known
criminals, terrorists, etc.

One-to-many Synonym for “Identification.”

One-to-one Synonym for “Verification.”

Operating system A programme which manages the various
application programmes used by a computer.

Optically Variable Feature (OVF) An image or feature whose
appea-rance in colour and/or design changes dependent upon
the angle of viewing or illumination. Examples are. features
including diffraction structures with high resolution (Diffractive
Optically Variable Image Device (DOVID), holograms, colour-
shifting inks (e.g. ink with optically variable properties) and
other diffractive or reflective materials.

Optional data capacity expansion technologies Data storage
devices (e.g. integrated circuit chips) that may be added to a
travel document to increase the amount of machine readable
data stored in the document. See Doc. 9303, Part 1, Volume 2,
for guidance on the use of these technologies.

Overlay An ultra-thin film or protective coating that may be
applied to the surface of a biographical data or other page of a
document in place of a laminate.

Penetrating numbering ink Ink containing a component that
penetrates deep into a substrate.

Personalization The process by which the portrait, signature
and biographical data are applied to the document.

Phosphorescent ink Ink containing a pigment that glows when
exposed to light of a specific wavelength, the reactive glow
remaining visible and then decaying after the light source is
removed.

Photochromic ink An ink that undergoes a reversible colour
change when exposed to UV light.

Photo substitution A type of forgery in which the portrait in a
document is substituted for a different one after the document
has been issued.

Physical security The range of security measures applied
within the production environment to prevent theft and
unauthorized access to the process.

PKI The Public Key Infrastructure methodology of enabling
detection as to whether data in an ePassport has been
tampered with.

Planchettes Small visible (fluorescent) or invisible fluorescent
platelets incorporated into a document material at the time of
its manufacture.

Probe The biometric template of the enrollee whose identity
is sought to be established.

800¢ — € 1aquinN — Joday QLYIN

w
(53]



MRTD Report — Number 3 — 2008

Rainbow (split-duct) printing A technique whereby two or more
colours of ink are printed simultaneously by the same unit on a
press to create a controlled merging of the colours similar to
the effect seen in a rainbow.

Random access A means of storing data whereby specific
items of data can be retrieved without the need to sequence
through all the stored data.

Reactive inks Inks that contain security reagents to guard
against attempts at tampering by chemical erasure (deletion),
such that a detectable reaction occurs when bleach and
solvents come into contact with the document.

Read range The maximum practical distance between the
contactless IC with its antenna and the reading device.

Relief (3-D) design (Medallion) A security background design
incorporating an image generated in such a way as to create
the illusion that it is embossed or debossed on the substrate
surface.

Receiving State The country reading the biometric and wanting
to verify it.

Registration The process of making a person’s identity known
to a biometric system, associating a unique identifier with that
identity, and collecting and recording the person’s relevant
attributes into the system.

Score A number on a scale from low to high, measuring the
success that a biometric probe record (the person being
searched for) matches a particular gallery record (a person
previously enrolled).

Secondary image A repeat image of the holder's portrait
reproduced elsewhere in the document by whatever means.

Security thread A thin strip of plastic or other material
embedded or partially embedded in the substrate during the
paper manufacturing process. The strip may be metallized or
partially de-metallized.

Tactile feature A surface feature giving a distinctive “feel”
to the document.

Tagged ink Inks containing compounds that are not naturally
occurring substances and which can be detected using special
equipment.

Template/Reference template Data which represent the
biometric measurement of an enrollee used by a biometric
system for comparison against subsequently submitted
biometric samples.

Template size The amount of computer memory taken up by
the biometric data.

Thermochromic ink An ink which undergoes a reversible colour
change when the printed image is exposed to heat
(e.g. body heat).

Threshold A “benchmark” score above which the match
between the stored biometric and the person is considered
acceptable or below which it is considered unacceptable.

Token image A portrait of the holder of the MRP, typically a full
frontal image, which has been adjusted in size to ensure a
fixed distance between the eyes. It may also have been slightly
rotated to ensure that an imaginary horizontal line drawn
between the centers of the eyes is parallel to the top edge of
the portrait rectangle if this has not been achieved when the
original portrait was taken or captured (see Section 2, 13 in
this volume of Doc. 9303, Part 1).

UV Ultraviolet light.

UV dull substrate A substrate that exhibits no visibly
detectable fluorescence when illuminated with UV light.

Validation The process of demonstrating that the system
under consideration meets in all respects the specification of
that system.

Variable laser image A feature generated by laser engraving or
laser perforation displaying changing information or images
dependent upon the viewing angle.

Verification/Verify The process of comparing a submitted
biometric sample against the biometric reference template of a
single enrollee whose identity is being claimed, to determine
whether it matches the enrollee’s template. Contrast with
“Identification”.

Watermark A custom design, typically containing tonal
gradation, formed in the paper or other substrate during its
manufacture, created by the displacement of materials therein,
and traditionally viewable by transmitted light.

Wavelet Scalar Quantization A means of compressing
data used particularly in relation to the storage of fingerprint
images. m
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Secure World

Solving Today's Security Challenges
As o ghobal beacler in the securily industry for more than 30
years, 3M provides refiable and responsive solutions, including:

= Speuing Credentials thal have security featises for
passpons, cands, and ofher documents

* Reliable Ezsuance Systems for enmolimint, enfitiement,
personalization and delivery

= Efficient Authertication Solutions with data capture,
doCiEment svaluation, person sufhenbeabion and response

To kearn mone visl wws IM. comysecurifyACAD.



